
IAITAM: “HUGE RISK TO SENSITIVE DATA” SEEN IN FIRST MAJOR  
CORPORATE BILLING CYCLE UNDER WORK-FROM-HOME ORDERS  

 
Group Warns Many Companies Not Set Up Properly For Secure Remote Billing  

That Exposes Key Data of the Companies and Their Customers/Clients.  
 
CANTON, OH – March 27, 2020 – Now that major parts of the United States are under stay-at-
home orders, unprepared corporations face a huge data control problem as they go into their 
first major billing cycle carried out by employees working at home, according to the   
International Association of IT Asset Managers (IAITAM). 
 
Thousands of U.S. companies are relying on employees untrained in doing their jobs from home 
and using untracked equipment on insecure Wi-Fi connections.  Not only are these companies 
putting their own data at risk, but they are also exposing sensitive data about their clients.    
Less than two weeks ago, The International Association of IT Asset Managers (IAITAM) issued a 
warning to organizations and government agencies, urging them to consider “nightmare data 
risks” before moving to work-from-home arrangements. 
 
Dr. Barbara Rembiesa, president and CEO of IAITAM, said: “Many companies were caught 
unprepared when cities and states issued mandatory stay-at-home rules.  Now, the rubber is 
going to meet the road when those companies, which are struggling not to be crippled by 
COVID-19, try to keep the cash flowing by having employees at home call or email for credit 
card information, print out invoices on untracked home computers and send them out on 
personal Wi-Fi networks.  This opens up the potential for breaches and fraud on a scale never 
before seen.” 
  
IAITAM is concerned that many employees will be ill-equipped on home computers and other 
BYOD (bring your own device) equipment to handle sensitive data such as credit card numbers, 
foreshadowing imminent breaches of personally identifiable information (PII). Ensuring that 
policies and procedures are in place and enforced (including on a remote basis) is imperative to 
protecting data and the integrity of an organization. 
 
Billing information always contains PPI, which is subject to data privacy regulations. It is 
important to ensure that assets used at home are abiding by internal policies and external 
regulations that govern billing information. For instance, Payment Card Industry (PCI) Data 
Security Standard compliance dictates that companies cannot track credit card numbers or 
duplicate them without appropriate masking. Under these terms, printing an invoice or taking a 
credit card payment over the phone, and writing it down without redacting full account 
numbers, could be considered a data breach.  
 
Industry regulations for sectors such as education, finance or healthcare have separate 
considerations. Additionally, all businesses that handle data from European citizens are subject 
to GDPR enforcement and hefty non-compliance fines. It is advisable to consult with an 
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experienced IT Asset Management professional, who can appropriately determine which data 
regulatory guidelines are at work and how to apply them properly. 
 
Rembiesa added: “It is no longer business as usual. ‘Stay-at-home’ orders ensure that secure 
payments and billing procedures are nearly impossible. Remote employees are not trained on 
data privacy regulation and risk exposing sensitive information to a data breach. Without 
proper IT Asset Management, there are major dangers that must be mitigated.  It is not too 
late for CEOs and others in charge of companies to take steps to get these risks under control 
and to protect their data and that of their customers.” 
 
ABOUT IAITAM 
 
The International Association of Information Technology Asset Managers, Inc., is the 
professional association for individuals and organizations involved in any aspect of IT Asset 
Management, Software Asset Management (SAM), Hardware Asset Management, Mobile Asset 
Management, IT Asset Disposition and the lifecycle processes supporting IT Asset Management 
in organizations and industry across the globe. IAITAM certifications are the only IT Asset 
Management certifications that are recognized worldwide. For more information, visit 
www.iaitam.org. 
 
MEDIA CONTACT:  Whitney Dunlap, (703) 229-1489 or wdunlap@hastingsgroup.com.  
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