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Everyone knows how important the IT security team is to the organization, but few understand 
how closely the success of IT security depends on other groups within the organization.  
Information security is actually an organization-wide set of activities delivering information, 
support and cooperation.   Imagine the difficulties an IT security team would encounter if they did 
not have: 
 Organizational executives as stakeholders 

 Human Resources for policy support 
 Departmental management to promote education and compliance 

 IT Asset Management (ITAM) for a “source of truth” on IT assets 

It may seem surprising to see ITAM on the list, but ITAM delivers material value to IT security by 
building structure around the use of assets that documents the information about assets, 
influences decision processes, creates history and reduces asset chaos in the environment.  
Understanding the value of a strong relationship between ITAM and IT security is essential to 
protecting the organization.   The IT department that fosters cooperation between ITAM and IT 
security benefits from more accurate information about the use of IT and ultimately improved 
goal achievement.    
The importance of that cooperation is growing because IT trends are profoundly impacting IT 
security.  Adoption of cloud-based applications and platforms and increased accessibility via 
mobile devices are some of the trends escalating the scope and requirements for IT security.  
Additionally, risks to the organization and its data are escalating as the digital invasion increases 
in sophistication, volume and malicious intent.    
 

WHAT ITAM DELIVERS 

IT security relies on a broad array of programs and tools to deliver risk management for the 
organization’s information, assets and systems.  The obvious contribution that ITAM makes to 
security is in the management of contractual, financial and inventory aspects of the tools used by 
IT security.  The story only begins at that point and the relationship continues through many 
aspects of risk management since the discovery and mitigation of risks depends on complete 
information about the hardware and software in the environment.  
Risk mitigation includes the implementation of security standards and structures and the ongoing 
measurement and compliance to those standards.  With a strong ITAM program, implementation 
and ongoing measurement are easier and more accurate.  More of IT security’s time can be 
devoted to the monitoring and defense of the organization’s IT.    
With risk management at the heart of IT security’s actions, any processes that provide clarity into 
the organization’s portfolio of assets and works to keep that portfolio as homogeneous as 
possible is going to be a help.  IT asset management processes definitely fall into that category.   
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SECURITY’S RISK MANAGEMENT 

The processes that are part of risk management also provide insight into the support that ITAM 
offers.  A major process within risk management is risk assessment.  Risk assessment 
identifies, estimates and prioritizes risks from the operation of an information system.  
Information about IT assets and the lifecycle processes surrounding those assets are an 
important part of risk assessment.  One project within risk assessment is the proactive 
vulnerability assessment.  The work conducted during a vulnerability assessment is a good 
example of the complementary nature of ITAM to IT security.  According to the National 
Institute of Standards and Technology (NIST), vulnerability is a “[w]eakness in an information 
system, system security procedures, internal controls, or implementation that could be exploited 
by a threat source.” 
IT security executes a vulnerability assessment with the following general steps that clearly 
show the importance of asset information to a vulnerability assessment: 
 Catalog assets and resources in a system  
 Assign quantifiable value and importance to the resources  
 Identify the security vulnerabilities or potential threats to each resource  
 Mitigate or eliminate the most serious vulnerabilities for the most valuable resources  
From identifying the assets within scope to the mitigation of the vulnerabilities discovered, IT 
asset management is responsible for providing accurate data about assets and for changing 
any lifecycle processes that are contributing to vulnerability.   
The underlying theme for IT asset management is the importance of inventory processes 
throughout the lifecycle of the assets.  Even in the asset retirement processes, ITAM is needed 
to build and maintain the inventory processes in order to reduce the chaos and unknowns in the 
environment.     
 

THE GROWING SCOPE OF IT SECURITY 

Securing assets is no longer a choice but a necessity.  Laws dealing with privacy and standards 
like the PCI standard that describe what data needs to be secured are defining how the 
organization has to show that they are accountable and protecting the environment and the 
data.   
Organizations have focused on IT security measures to block intruders from gaining access to 
their network and data.  With that goal, organizations invested in perimeter firewalls, network 
security and limiting errant access via identity management.  There is certainly more value to 
be derived from the existing investment in security processes and technology. Fundamentally, 
the security team needs to focus on reducing the risks to the organization by reducing the 
opportunity for some problems to occur and identifying the problems that do occur more 
quickly.  IT asset management is part of the team that facilitates these efforts.  
The bottom line for IT asset management is that the better the information is about the IT 
assets within the organization and in the cloud, the better security will be able to fine tune their 
detection processes.  IT Asset Managers participating in cloud management have to take a 
leadership role in the contractual, financial and inventory management of cloud usage.  
Additionally, IT asset management needs to take an active role in governance information 
gathering and reporting across the IT resources in use, working with security to reduce risks to 
the organization. 
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SPRING 2016 
IAITAM ROAD SHOW
IAITAM, the IT Asset Management industry’s global education provider is proud to 
announce a series of 1 day educational sessions at a location near you!

Join IAITAM’s team of asset management experts and select industry peers addressing 
the issues pertinent to initiating, building and enhancing your organization’s asset 
management program. 

 

 

 

SPRING 2018 

IAITAM ROAD SHOW 

 

IAITAM, the IT Asset Management industry’s global education provider is proud to 
announce a series of 1-day educational sessions at a location near you! 
 

Join IAITAM’s team of asset management experts and select industry peers addressing 

TOPICS 

ITAM and IT Security 

You Cannot Secure What You Don’t Know You Have! 
ITAM Program 

What is the Most Effective ITAM Program for My 
Organization? 

ITAM and Cloud Computing 

Why Do We Need to Manage That? 

Software Audits 

Managing Audits as a Standard Business Practice 

ITAM and ITSM 

Translating the Value of Both in Your Organization 

What is an IT Asset? 

Explore the Ever-Changing Landscape of IT and How ITAM 
Can Keep Up 

IAITAM.ORG/ROADSHOW  

FULL DAY OF EDUCATION & NETWORKING ONLY 120 USD 

SCHEDULE OF EVENTS 

8:30a-9:00a Networking with Refreshments 

9:00a-9:30a Opening 

9:30a-1:30p One continuous session covering ITAM and IT Security, ITAM Program, ITAM and 
Cloud Computing, Software Audits, ITAM and ITSM and What is an IT Asset? 

1:30p-2:30p Lunch 

2:30p-3:30p Birds of a Feather Interactive Session, Closing 

TICKETS FOR ALL SPRING DATES ON SALE NOW! 

AMSTERDAMAMSTERDAM  

16 APRIL16 APRIL  

LONDONLONDON  

18 APRIL18 APRIL  

STOCKHOLMSTOCKHOLM  

20 APRIL20 APRIL  
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