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Introduction
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ITAM solutions
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ABILITY TO EXECUTE

COMPLETENESS OF VISION S As of April 2022 © Gartner, Inc

Source: Gartner (July 2022)
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Current Forces Impacting ITAM

Macroeconomics

* Deglobalization & geopolitical
instability

* Supply-chain challenges
* Recession & Inflation

* Great resignation

Increased
pressure
toreduce
IT costs

Software
publishers
increasing
rates

Shortage of
SAM skills,
while demand
increases
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EFFECTIVE SAM

FinOps
The de facto standard for CIPS
financial management

Green IT

An evolving challenge for ClOs,
directly tied to IT assets

TBM

The most common ITFM
framewaork, dependent on ITAM

Subscriptions

Increasingly how IT assets are
consumed—ITAM needs to adapt

Licensing Complexity

Increasingly complex licensing use
cases emerging (hybrid, RPA)

Composable Business

A new governance model for
ITAM in leading crganizations

Cybersecurity

Requires CAASM which, in turn,
is dependent on ITAM

Disruptive Technologies

Blockchain and Al/ML will
change how ITAM is done

Open Source

Increased prevalence requires
ITAM to adapt

Operational Technology

Increased prevalence requires
new ITAM disciplines
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FinOps — Impact on ITAM

“Unabated demand will drive CIPS
SaaS expenditure to exceed that of software

licensing and SaaS$ subscriptions combined
for a growing number of organizations.”

—Gartner, December 2021

Vi dWS

Subscriptions

Virtual
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Proprietary /A Azure

Physical
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— Google Cloud
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Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist
of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a

particular purpose.
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FinOps — Overview

FinOps Framework Personas Maturity

b

FinOps is an evolving cloud financial management discipline and
cultural practice that enables organizations to get maximum business
value by helping engineering, finance & business teams to collaborate
on data-driven spending decision

FinOps Practitioner
<>

Crawl Walk Run
Executive

Principles

\"
» Teams need to collaborate 1 Business/Product Owner Phases
» Everyone takes ownership for their cloud usage ’

» A centralized team drives FinOps Finance/Procurement

> Reports should be accessible and timely Inform

Engineering/Operations &xiﬁiolzi:::m Optimize
Rates

& Usage

» Decisions are driven by business value of cloud
» Take advantage of the variable cost model of the cloud

Domains
Operate

Continuous Improvement
& Operations

Understanding Performance
Cloud Usage Tracking &
& Cost Benchmarking

Real-Time Cloud Rate Cloud Usage Organizational

Decision Making Optimization Optimization Alignment

From: The FinOps Foundation
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FinOps — How to Adapt

Cloud Map Risks & Roadmap
Education Opportunities Development

FinOps Connect with Establish
Education Stakeholders Credibility
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Green IT -

CO,e

Impact on ITAM

SCOPE & EMISSIONS

Anglepoint

GREENHOUSE GAS

carbon dioxide
equivalent

COze

EQUIVALENT WARMING IMPACT

SCOPE1

SUPPLY CHAIN DIRECT POWER

UPSTREAM

# of metric tons of CO, emissions with . direct from power generated onsite, e.g., from data center backup
same GWP (Global Warming Potential) as 1 generators, rooftop solar, etc.

metric ton of another GHG
indirect from electricity purchased from the grid for powering IT

devices, cooling equipment, etc.

2

indirect-upstream from manufacture & supply of hardware
indirect-downstream from recycle of e-waste

SCOPE3

DISPOSITION

SCOPE 2

INDIRECT POWER

,A :

co, carbon dioxide

CH, methane

N,0 nitrous oxide

HFCs hydrofluorocarbons
PFCs perfluorocarbons
NF; nitrogen trifluoride
SFg sulfur hexafluoride
NF; nitrogen trifluoride

DOWNSTREAM

© 2023 Anglepoint Group, Inc. Confidential.




Green IT — Overview

Measure Optimize 3
IS(@OI
On-Prem Hardware | * Materials & Packaging * Effective sourcing 40 W
* Transportation * Extend life A
* Direct power * Recycle/reuse/repurpose/donate v
* Indirect power (e.g., HVAC) * Eliminate unneeded o,
* Right-size — £
o©
®
Software | * Development (self-reported) * Effective sourcing & contracting C
* Hardware requirements * Eliminate unneeded <
* Power requirements * Optimize architecture oW == D
* Efficient scheduling =
=
Cloud Xaa$S * Self-reported by provider * Effective sourcing & contracting oW
(SaaS & CIPS) * Eliminate unneeded
* Rightsizing instances LIJ(:IIEZ(aC:ISO)n
* Efficient scheduling
ow
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Green IT — How to Adapt

Green IT Map Available

Education Data Develop Reporting

Understand Connect with
Requirements Stakeholders

Establish Roadmap
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TBM - Impact on ITAM

Spending and investments used for Spending and investments used to
ongoing operations of the business grow or transform the business
Run-the-Business Change-the-Busi
— 1 nge-the-Business — ]

Cost for Business- Investment in Enterprise
Performance Aligned Portfolio Innovation Agility

Value Conversations

We deliver the right We spend our resources to get We maximize our innovation We improve the speed at
performance for the best the biggest return possible for dollars and ensure value over which our business — including
possible price. our business. our investment lifetimes. IT - responds.

© 2020 Technology Business Management Council Ltd. All rights reserved. www.TBMCouncil.org
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FinOp ®
s

External
Services

Hardware

FINANCE VIEW

External
Labor

COST POOLS

Internal
Labor

Internal
Services

Facilities &
Power

Including environmental
costs for Sustainability
Reporting

TBM — Overview

Network

Compute

IT

Management SielEigE

Output Platform

IT TOWERS

Application

Security

Compliance

Delivery

IT VIEW

APPLICATIONS

PRODUCTS SERVICES

Delivery Workplace

Line of
Business

Platform

Shared &
Corporate

Infrastructure

SOLUTIONS

Products Lines

Digital Platforms

Business Processes

Business Capabilities

Revenue-Generating

Non-Revenue-Generating

BUSINESS DRIVERS

»

»

SYINLYVd B SYINOLSND
FYNLOALIHOYY SSANISNE

SLINNSSANISNG

BUSINESS VIEW



TBM — How to Adapt

ITFM/TBM

Education ITAM Cost Insights

Connect with TBM Map ITAM Data for

Function TBM
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Process &
Automation

TBM & ITAM
Integration




The Equifax Breach

1.5, House of Representatives
Committee on Oversight and Government Reform

I
(1] 1A 1]

OVERSIGHT

& GOVERNMENT REFORM

The Equilax Data Breach

“As Webb's testimony shows, Equifax did not have
a comprehensive picture of the software used within
the ACIS application. The company’s lack of
knowledge about the software used within its
legacy IT environment was a key factor leading to
the 2017 data breach. Equifax’s Patch Management
Policy relied on its employees to know the source %
and version of all software running on a certain
application in order to manually initiate the patching
process. Therefore, the lack of visibility regarding
Apache Struts use in the Equifax environment
greatly increased the likelihood an unpatched

vulnerability could go unnoticed.”
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Cybersecurity — Impact on ITAM

March 7 - AS vulnerability publicly notified
March 9 - Patch circulated within Equifax

May 13 - Attack began

July 30 - Attack noticed & stopped

CISO, CIO, CEO fired

- @ @ @ @ ® o—
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Cybersecurity — Overview

» Complete, accurate and timely HW/SW inventory
* Cyber Asset Attack Surface Management (CAASM)
 Patch Management
* Incident Response
 End-of-Life Management

» Reduce the number and variety of HW/SW assets
» Reduce unauthorized HW/SW assets

» Security in the HW/SW supply chain

» Software Bill of Materials (SBOM)

> SaaS$ security (IAM)

» HW disposition & HW theft

IAITAM.org | ACE 2023.| Nashville TN
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Cybersecurity — How to Adapt

Cybersecurity
Education

Connect with the
CISO Org

Establish
Dashboards

Map Needs &

Dependencies

IAITAM.org | ACE 2023.| Nashville TN
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Current Forces Impacting ITAM

Macroeconomics

* Deglobalization & geopolitical
instability

* Supply-chain challenges
* Recession & Inflation

* Great resignation

Increased
pressure
toreduce
IT costs

Software
publishers
increasing
rates

Shortage of
SAM skills,
while demand
increases
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EFFECTIVE SAM

FinOps
The de facto standard for CIPS
financial management

Green IT

An evolving challenge for ClOs,
directly tied to IT assets

TBM

The most common ITFM
framewaork, dependent on ITAM

Subscriptions

Increasingly how IT assets are
consumed—ITAM needs to adapt

Licensing Complexity

Increasingly complex licensing use
cases emerging (hybrid, RPA)

Composable Business

A new governance model for
ITAM in leading crganizations

Cybersecurity

Requires CAASM which, in turn,
is dependent on ITAM

Disruptive Technologies

Blockchain and Al/ML will
change how ITAM is done

Open Source

Increased prevalence requires
ITAM to adapt

Operational Technology

Increased prevalence requires
new ITAM disciplines
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Ron Brill
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